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	Threat Assessment is one of the most important components in combat management systems. In the input data of these systems that have been provided using several sensors in sensor networks, the problem of uncertainty is necessary. In literature, there are several theories that state and model uncertainty in the information. One of the new methods is the Fuzzy Dempster-Shafer Theory. In this paper, a model-based uncertainty is presented in the air defense system based on the Fuzzy Dempster-Shafer Theory for the measure of uncertainty and its accuracy. This model uses the two concepts naming of the Fuzzy Sets Theory, and the Dempster-Shafer Theory. The input parameters to sensors are fuzzy membership functions and the basic probability assignment values are earned from Dempster-Shafer Theory. Therefore, in this paper, to calculate uncertainty in the air defense system, has been used a combination of two methods. By using these methods and the output of Dempster-Shafer theory, are calculated and presented the uncertainty diagrams. The advantage of the combination of two theories is the better modeling of uncertainties. This makes that the output of the air defense system is more reliable and more accurate. In this method, the total uncertainty in the air defense system is provided using the best uncertainty measure based on the Fuzzy Dempster-Shafer Theory. The simulation results show that this new method has very more computational accuracy toward other theories. 
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1. Introduction 

Battle Management System is an instruction control and data system that creates a photo of the operational environment, and provides decision-making, and execution operation in sensor networks [1]. In an operational environment, it needs to protect the assets against the enemy. This work is being done by assigning the weapons systems in combat management system [2-6]. The general job of a battle management system is to data fusion, target recognition and target detection, management of weapon and decision-making. The decision-making is automatically mounted on the battle management system consists of three parts. (1) Sensors as the system input, (2) Command, and Control as the heart of the system and (3) weapons as the system output. 

The main task of the command and control system is data integration. In this system, the kind of sensors and their numbers are very various. To increase the capability of sensors in a combat management system, data fusion techniques are used. Data fusion is the software part of that system. The concept of Data fusion is the process of getting information from multiple sensors to give a complete description of an operational environment. The combination of information has many applications in defense systems, and linear and nonlinear control of systems, and information systems [3].

In a military setting, the dynamic targets are moving and change in their treatment. The different effects are provided for a decision making via human [4-6]. 
In a position by multiple dangers, it is of significance to prioritize the uncertainty of the system. This position, represents the friendly assets and its threat degree indicates the amount of their risk [7-9]. Threat assessment is a high-level the data integration procedure. Threat assessment is related to level 3 of the JDL model in the data fusion system [10-13]. 

In this paper, is presented a new method for improvement of accuracy in uncertainty measurements in imperfect information for an air defense system [13]. In this method, the calculation of uncertainty is done using Fuzzy Dempster-Shafer Theory or Fuzzy Evidence Theory. This method uses from the two concepts naming of the Fuzzy Sets Theory and the Dempster-Shafer Theory that the input parameters to sensors are fuzzy membership functions and the basic probability assignment values are earned from Dempster-Shafer Theory [14-23]. 
There are many applications in literature to using the Fuzzy Dempster-Shafer Theory. These applications have been expressed in the field of threat assessment, risk assessment, data fusion in sensor networks, health assessment in medicine, and the many of the other applications. Investigating the uncertainty of data sensors to achieve proper accuracy in data fusion and reducing this uncertainty is one of the challenges in the process of data fusion in sensor networks [24-28].  

The remainder of this paper is established as follows. In part 2, the proposed method consisting of the concept of uncertainty and a detailed explanation of the Generalized Fuzzy Dempster-Shafer Theory are presented. In part 3, the uncertainty modeling and the suggested model to achieving it, is stated. In part 4, the results and discussion are presented. In the end, this paper is summarized in the part of conclusion.

2. Method

2.1. The Concept of Uncertainty

Sensor networks produce an extensive of data and information that be used to demonstrate the uncertainty of the target [28]. In this information, there is a unique uncertainty that depends on the nature of goals. Assets, are challenging to getting of the mathematical model by using the sensor's information that is as input and generates the threat value as output. Three types of uncertainty are defined in the literature [29]:

· Fuzziness

· Nonspecificity

· Discord

Fig. 1 shows these three types of uncertainty. Due to the incomplete provided information, different types of defects may be considered (imprecision, uncertainty, etc.), in recent years, the many of theories have been improved to deal with this type. One difficulty in these methods, is quantifying the assurance levels. One of the new theories is named Generalized Fuzzy Dempster-Shafer Theory. 
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Fig. 1.  The three types of uncertainty information

Fig. 2 shows that uncertainty is a subset of challenges of threat assessment in multi-sensor data fusion system. Fig. 2 states that the uncertainty is the imperfection of information sources and ambiguity in human behaviour in data fusion systems and sensor networks [29]. 
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Fig. 2.  A subset of challenges of threat assessment naming uncertainty

There are several theories for the demonstration of uncertainty in sensor networks. These theories are Fuzzy Sets Theory, Evidence Theory, Rough Sets Theory, Probability Theory, and Random Sets Theory. As seen in Fig. 3, each of the theories will be suitable for one particular kind of incomplete data. In really, complicated positions initiate the proceeding of multiple informations, any describing of incompleteness. 
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Fig. 3.  The types of theories in modeling of uncertainty

For example, the fuzzy sets theory is suitable for modeling of vague information, or, the evidence theory is ideal for modeling of imprecise and uncertain information [30-33]. In this paper, a combination of two theory naming Fuzzy Sets Theory (FST) and Dempster-Shafer Theory (DST) is used. One of the newest theory is named Fuzzy Dempster-Shafer Theory (FDST) that is demonstrated for uncertain data that causing all of the three type's uncertainty is obtained.
2.2. Generalized Fuzzy Dempster-Shafer Theory

As it is seen in the introduction part, in twisted military positions; must be presented a particular method for calculation of uncertainty in data fusion systems. This method is gotten as a combination of the mentioned approaches. The integration of various theories is vital, but it has to be done carefully to optimize the lack of information. Therefore, only method cannot be used with these complicated circumstances. Generalized Fuzzy Dempster-Shafer theory (GFDST) is a comprehensive theory to show irresponsible information and models all the three types of uncertainties in it [33].

Dempster-Shafer Theory is usually introduced as a theory of generalization of presumption. This theory, can present both imprecision and uncertainty [30]. 
In the Dempster-Shafer Theory, the uncertainty is gotten of BPA. BPA is called the basic probability assignment which is being shown in below. 
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A Fuzzy Sets Theory (FST) [18, 20, 31] is a combination of roots in which elements have a degree of membership. The set 
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The α-cuts for the mentioned fuzzy number in (2), is in below that
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In FST, one type of uncertainty is represented: fuzziness [33]. GFDST, uses the concepts of the DST and FST to combining the all of uncertainties. Fig. 4 demonstrates this concept.
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Fig. 4.  The concept of fuzzy evidence theory in modeling of uncertainty

2.3. The Measures of Uncertainty in GFDST

A scale of uncertainty is proposed in Generalized Fuzzy Dempster-Shafer Theory called General Uncertainty [33]. General Uncertainty (GM), is defined as follows:
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is make of membership function, membership degree, and its BPA. Another scale of uncertainty for the Generalized Fuzzy Dempster-Shafer Theory is called Hybrid Entropy. Hybrid Entropy is defined as follows [33]:
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According to [35], the above measures, calculate all types of three uncertainty. 
2.4. The Measures of Uncertainty in FST 
There are two measures of uncertainty in fuzzy sets theory that are named nonspecificity. The first measure is the model of nonspecificity uncertainty in classic sets and other is the model of nonspecificity uncertainty in fuzzy sets [17, 29]. The nonspecificity uncertainty in two sets are defined as follows:
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Where A is a classic set that is defined in [a,b] and B is a fuzzy set that a,b,c are the coefficient of fuzzy number B. In (10) is used from the concept of height and alpha cut B.
3. Results and Discussion

3.1. Uncertainty Modeling

In this section, the proposed method for modeling of uncertainty based on fuzzy sets theory and Fuzzy Dempster-Shafer Theory are presented. The below figures, illustrate them.
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Fig. 5.  The model-based uncertainty using fuzzy sets theory
In Fig. 5, model-based uncertainty using fuzzy sets theory is presented. In Fig. 6, the model-based uncertainty for air defense system based on Generalized Fuzzy Dempster-Shafer Theory is presented. Firstly, membership functions are selected. The α-cut and their original ingredients are then obtained. Then, the core elements are converted into BPAs and then BPAs are combined based on the dempster composition rule. The output of the model gives uncertainty for air targets. For verify the proposed method, the uncertainty measures based on FST and FET are calculated [20-23].
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Fig. 6. The uncertainty modeling in target threat assessment.

In Fig. 6, the model-based uncertainty for air defense system based on Generalized Fuzzy Dempster-Shafer Theory is presented. This model uses two concepts consisting of interval focal elements and basic probability assignment. The first concept is α-cuts for the fuzzy number based on (3) and the second concept is the basic element for the expression of uncertainty in Generalized Fuzzy Dempster-Shafer Theory based on (1). The proposed method includes four steps that are stated in the following.

Step 1. Target Parameters

The major work of a battle management system is target recognition and detection. In this system, the decision is spontaneously installed on the air target and others. The diversity of parameters for targets are suggested [33]. The parameters and their descriptions are presented in Table 1.

Table 1.  The Air Target Parameters.

	Attribute
	Description

	Speed
	Proximate speed.

	Altitude
	Proximate foot above the ground.

	Range
	The distance from target.

	CPA
	Closest Point of Approach that suggested path.

	Weapon Envelope
	The situation with its suggested weapons cover.

	Own Support
	Accessibility of closely friendly.

	Visibility
	A proof of atmospheric status.

	Maneuvers
	Represent the number of maneuvers.

	Fire
	The enemy fire toward asset

	IFF Mode
	Recognize friend or foe or impartial.

	Target Support
	Accessibility enemy targets.


 Step 2. Get the Membership Functions 

In this section, the membership functions of the system based on fuzzy Dempster-Shafer Theory and BPAs based on them are suggested in related to input parameters [27, 28]. The most important of these parameters are represented in Fig. 7. The other parameters are singleton.
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Fig. 7.  Membership functions  in air defense system: (a) speed, (b) range, (c) CPA, (d) altitude, (e) weapon envelope, (f) visibility.

Step 3. Get the BPAs 

In this section, the fuzzy numbers in (2) and α-cuts in (3) are calculated, and then, BPAs in related to the functions of in Fig. 7 are obtained. Next, the general BPAs are calculated. The BPA is based on the functions of in Fig. 7 are earned as the following equation [17, 32]:
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Step 4. Get of Uncertainty
Evidence and fuzzy set theories that make fuzzy evidence theory are proper for modeling of uncertain and imprecise information. Therefore, FET can be more useful for modeling of imperfect information and calculation of uncertainty. To calculate total uncertainty in the air defense system that is based on fuzzy sets theory and fuzzy evidence theory in Fig. 5 and Fig. 6, the uncertainty measures in two theories are used. These measures are in (9) and (10) [28-33].
3.2. Definition of Scenarios
The four scenarios in this paper for start simulation are defined in Fig. 8 that related to the air defense system in the combat environment. The first scenario states that air target 1 getting closer to asset 1. It means the threat is increasing. The second scenario states that air target 2 gets away from the assets which say the threat is decreasing. The third scenario states that air target 3 gets away from asset three and then getting closer to its which describes the threat initially is decreasing and then increasing. The fourth scenario states that air target three initially getting closer to asset one and then get away from it which shows the threat initially is increasing and then decreasing. 
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Fig. 8. The four scenarios in the battle: (a) First Scenario, (b) second Scenario, (c) third Scenario and (d) Forth Scenario
3.3. Simulation Results
Evidence and fuzzy set theories that make Generalized Fuzzy Dempster-Shafer Theory are proper for modeling of uncertain and imprecise information. Therefore, GFDST can be more useful for modeling of imperfect information and calculation of uncertainty. To calculate total uncertainty in the air defense system that are based on fuzzy sets theory and Generalized Fuzzy Dempster-Shafer Theory in Fig. 5 and Fig. 6, the uncertainty measures in FST and GFDST theories are used. These measures are in (4), (9) and (10). In this stage, the simulation results for the calculation of uncertainty in the air defense system in the below combat scenarios by using fuzzy sets theory and Generalized Fuzzy Dempster-Shafer Theory are stated. The Fig. 9 shows the result of applying uncertainty measures using FST. In this figure, the real-time variations of two uncertainties are demonstrated. 
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Fig. 9. The total uncertainty based on Fuzzy Sets Theory

The Fig. 10 shows the result of applying uncertainty measure using GFDST. In this figure, the real-time variations of general uncertainty is demonstrated.
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Fig. 10. The total uncertainty based on Generalized Fuzzy Dempster-Shafer Theory

The Fig. 9 and Fig. 10 state that the general uncertainty in GFDST is much better than nonspecificity uncertainty in FST and classic sets. The Fig. 11 and Table 2 demonstrate this matter.
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Fig. 11. The comparison of total uncertainty in FST and GFDST 

Table 2.  The comparison of total uncertainty in FST and GFSDT
	Total Uncertainty
	Measure
	Methods
	Number

	39.51
	Nonspecificity
	Classic Sets Theory
	1

	37.54
	Nonspecificity
	Fuzzy Sets Theory
	1

	1.01
	General Uncertainty
	Fuzzy Dempster-Shafer Theory
	2


In table 2, the total uncertainty in the suggested method is stated using Generalized Fuzzy Dempster-Shafer Theory. As shown in Table 2, the general uncertainty measure (GM) has been improved the total uncertainty relative to the nonspecificity measure (U) in the air defense system. In table 3, the features of three measures are compared together.
Table 3.  The comparison of features in three methods
	Computational Accuracy
	Decrease of Uncertainty
	Total Uncertainty
	Method

	Weak
	Good
	Poor
	Classic Sets Theory

	Weak
	Good
	Poor
	Fuzzy Sets Theory

	Very Good
	Excellent
	Very Good
	Fuzzy Dempster-Shafer Theory


4. Conclusion

A new method for calculation of uncertainty is presented based on Generalized Fuzzy Dempster-Shafer Theory (GFDST) in this paper. GFDST response to two main problems; first, theory is allowing to calculate the all uncertainties in information and second, theory is allowing to determine the targets ranking. GFDST integrates the meaning of the DST with FST to calculate the all of three types of uncertainty in a model. The newly suggested theory and the model based on it, are used to a modeling of the real-time scenario for calculation of accuracy in uncertainty measurements in the air defense system. For verify of results, the total uncertainty earned from classic sets theory and fuzzy sets theory and compared to GFDST. The results show that this theory and the model based on it are reasonable, effective, accuracy and reliable in the calculation of uncertainty. The future task can be in improving targets parameters and their membership functions, the optimization of uncertainty in system, the modify of model, the comparison of uncertainty measures in DST to GFDST uncertainty measures and finally, the construction and implementation of battle management system for target threat assessment.
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